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About the Readiness Information System (Rl SMAN)
The RI SMAN consists of two parts and appendi xes.

| NTRODUCTI ON: I ntroducti on of the Rl SMAN descri bes the Readi ness
Informati on System (RI'S), how to obtain access to RIS, and how to
access RIS. The Introduction is broken into three sections.

Section A° RIS Functional Description. Describes the system its
use, capabilities, and security.

Section B: (btaining access to RIS. Explains the procedures to
obtain initial or additional access to RIS

Section C Accessing RIS. Briefly describes hardware/software
requi renents needed to access R S.

TRANSACTI ONS: This part of the RI SMAN describes howto use RIS
Transactions are broken into two sections.

Section A Using RIS. Explains the parameters used in the system
system error nmessages, and the standard abbreviations used in the
par anet ers.

Section B: File and Program Descriptions. Describes the files and
prograns within RIS for the user to determ ne which programis needed
to get the desired infornmation

Appendi xes: The appendi xes contain additional information about RIS and
tables of the different codes used in Enlisted Distribution and R S.
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| NTRCDUCT! ON
SECTION A
RI'S FUNCTI ONAL DESCRI PTI ON

1-1. Background Information. The Readi ness Information System (R S)
provi des Manning Control Authorities (MCAs) and the Enlisted Placenent
Managenent Center (EPMAC) the ability to obtain, via an Autonated
Informati on System (AI'S), current essential managenent information. The
MCAs (Navy Personnel Conmand ( NAVPERSCOM), Commander in Chief, U S
Pacific Fleet (Cl NCPACFLT), Commander in Chief, U S. Atlantic Fleet

(CI NCLANTFLT), Commander, Naval Reserve Force (COVNAVRESFOR)) and EPNAC
need this information to nonitor personnel manning and readi ness.

1-2. njectives of the System The objective of RIS is to provide
avai | abl e managenent informati on concerni ng personnel nmanni ng and
readi ness, which is necessary to EPMAC, MCAs, and subordi nate
commanders in fulfilling their respective mssions. RIS information
must be reliable, current, and accessible in a tinely nmanner

1-3. Personal Privacy. Departnment of the Navy (DON) policy prohibits
di scl osure of names and duty addresses or duty tel ephone nunbers of
servi ce nmenbers when discl osure woul d reveal classified information or
when di scl osure "would constitute a clearly unwarranted invasi on of
personal privacy". D sclosure of nanmes and duty addresses or duty

t el ephone nunbers of menbers assigned to units that are stationed in
foreign territories, routinely deployable, or sensitive can constitute
a clearly unwarranted invasi on of personal privacy. D sclosure of such
i nformati on poses a security threat to those service nenbers because it
reveal s informati on about their degree of involvenent in mlitary
actions in support of national policy, the type of naval unit to which
they are attached, and their presence or absence fromtheir househol ds.

1-4. System Certification. EPMAC becane fully accredited 13 May 92
which certifies that appropriate Information System Security (I NFGOSEC)
saf eguards have been properly inplenented, tested and that each AIS is
adequately protected as required by SECNAVI NST 5239. 3.

1-5. Security

a. Information. Access to RIS is controlled by an identification and
aut henti cation process, whereby only a user with a valid Logon-1D and
password which is recogni zed by the host conmputer will be allowed to
sign on to the system

b. Miltiple Logons. Accessing RIS is done through a mainfranme
sessi on manager. The Logon I D and password must be used each tine a
user signs on to it. The session nmanger limts users to one session at
a tine.
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C. Changi ng Passwords. To preserve the integrity of the system
passwords wi |l be changed periodically. Passwords should al so be
changed whenever there is a reason to believe that the password has
been conprom sed. All passwords nmust be six to eight characters in
I ength and are not case sensitive. Both al phabetical and nunerica
characters can be used.
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SECTION B
OBTAI NI NG ACCESS TO RIS

1-6. Procedures for Requesting Initial or Additional Access to the
Readi ness Information System Standard procedures for requesting
initial or increased access to RIS will expedite RIS access request
processi ng and i nprove responsi veness. The access request is used to
ensure users have a "need to know' and assists in maintaining system
responsi veness and integrity. The following information is required for
new RIS users, users requesting additional access or discontinuance of
servi ces:

a. Requesting Initial RIS Access for Your Conmmand. For nal
docunentation nust be initiated by the conmand requesting access to RIS
with sufficient justification for the need and use of the system All
requests for initial or additional access to RIS nust be forwarded to
EPMAC Code 401 TB, via your respective Type Commander (TYCOM and MCA
with their endorsenents for approval. The request may include start of
new servi ce, change to existing service, or discontinuance of service.
Upon approval or disapproval of your request, EPMAC will respond to you
in an expeditious manner. Conmandi ng of ficers and O ficers-in-Charge
are requested to certify in witing through a Renote Term nal Security
Agreenent (Refer to Figure 1-1), that their term nal area(s) wll
conmply with the DON Al S Security Program SECNAVINST 5239. 3, and ensure
the followi ng security nmeasures are inplenmented

(1) Term nal and M crocomputer usage nmust be controlled. only
aut hori zed personnel are allowed to use the equi pnent. Each individua
must use their own uni que Logon I D and Password whil e accessing the
Rl S.

(2) A Terminal Area Security Oficer and Alternate (TASQ ATASO
must be appointed in witing (Refer to Figures 1-2 and 1-3). Forward
your designation letter with the Renote Term nal Security Agreenent for
the initial RIS access. Forward subsequent changes to the TASO and
ATASO appoi ntnents to EPMAC Code 401 TB as t hey occur

(3) Al personnel are to be responsible for security awareness and
to chall enge any and all persons not assigned to the area.

(4) Mcrocomputers will not be left unattended while on-line to
t he host conputer.

(5) If the general terminal area is to be unattended for an
extended period of tinme it should be | ocked to prevent unauthorized use
of the m crocomputer

(6) After normal working hours, the term nal area should be
secur ed.

b. Procedures for Additional Access. Requests for access to
additional RIS transactions that have not been previously approved will
be sent to EPMAC via the appropriate MCAs for approval. EPMAC wil |
notify the requesting activity of the MCAs, approval or disapproval.
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c. User Account Assignnent. The TASO ATASO wi || submit a System
Aut hori zati on Access (SAAR), DI SA-41, for each individual requiring
access to EPMAC s Information Security/Access Control Ofice (Code
401 TB). SAAR forns are available for downl oad at
http://ww. epmac. nol a. navy. ml/aris/. After approval, EPMAC wi ||
generate a uni que individual access account for the user. The Logon ID
and password will be nmailed to the TASO The TASO ATASO wi || forward
the Logon I D and password to the user in the same manner. In the event
users cannot sign on for any reason, they will notify the TASO ATASQ,
who will contact EPMAC to nake the necessary adjustnents.

d. Renmoval of User Accounts. Wen the user |eaves the activity, or
when the user is assigned duties that do not require access to the
system the TASOw || submit a SAAR to EPMAC so that user account nmay
be del et ed.
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SECTION C
ACCESSI NG RI S

1-7. Hardware/ Software. A mcroconputer with a Tel net connection wth
the Non classified Internet Protocol Routing Network (NI PRNET) is
required to access the Active Readiness Information System (AR S).
Recomend the microconputer be at |east a 486DX with 16 MB RAM and
Wndows 3.1 or higher. No particular brand of mcroconmputer is
necessary.

1-8. Session Manager. Access to ARIS is gained through a mainfranme

sessi on manager called CL/ Supersession. Specific instructions for using
CL/ Super session can be found at http://ww. eprmac. nol a. navy. nil/aris/.
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Sanpl e Term nal Area Security O ficer Appointment Menorandum
MEMORANDUM
From Commanding Officer, Nane of Conmand To: Nane of Appointee

Subj : APPO NTMENT OF PRI MARY ALTERNATE TERM NAL AREA SECURI TY
OFFI CER ( TASQ/ ATASO)

Ref: (a) SECNAVI NST 5239. 3

1. Per reference (a), you are appointed the Primary/Alternate
Term nal Area Security Oficer (TASO ATASO for the Active Readi ness
I nformati on System (ARTS) m croconputers and associ at ed peri pheral
devices |l ocated in Command Nanme of fice spaces.

2. Your responsibilities are listed in reference (a). As the ARTS
TASO ATASO, your mmjor responsibilities are to:

a. Monitor conputer operations to prevent unauthorized browsing or
mani pul ati on of ARTS dat a.

b. Ensure that the conputer(s) is/are signed off or |ocked when
unatt ended or secured when not in use.

c. Brief each user on Information Systens Security (1 NFOSEC)
requi renents.

d. Maintain a current |list of personnel authorized access to ARTS.

e. Review all System Authorization Access Request (SAAR) forms for
conpl eteness and forward to Enlisted Placenent Managenent Center's
(EPMAC) Information Systens Security Manager (I SSM.

f. Inform EPMAC s | SSM when users | eave your command or no | onger
requi re access to ARTS.

g. Report all INFGCSEC violations and abnormalities to EPMAC s | SSM

h. Ensure that all users abide by all proprietary software/licensing
agreenent s.

i Provi de assistance to EPMAC s TSSM as required.

(Signature of Commandi ng officer or designated representative)

Figure 1-1
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Sanple Term nal Area Security O ficer Designation Letter

From Name of Command To: Conmandi ng of ficer, Enlisted Pl acenment
Managemnment Cent er (Code 40l TB)

Subj : TERM NAL AREA SECURI TY COFFI CER (TASO AND ALTERNATE TERM NAL AREA
SECURI TY COFFI CER ( ATASO)

Ref: (a) SECNAVI NST 5239. 3
(b) OPNAVI NST 5239. 1B

1. In accordance with references (a) and (b) the follow ng individuals
are appoi nted TASO and ATASCO

TASO Narme:

Code:

E- Mai | :

Phone: DSN: Comm
ATASO Narme:

Code:

E- Mai | :

Phone: DSN: Comm

2. The TASO and ATASO are responsible for the foll ow ng
m croconputer(s) that access the Active Readi ness Information System
(ARI'S):

Make/ Model Locati on Bl dg/ Room

(Signature of Commandi ng Officer or Designated Representative)

Figure 1-2

1-8



Sanpl e Renote Term nal Security Agreenent

From Nanme of Command
To: Conmmandi ng officer, Enlisted Placenent Managenment Center
(Code 401 TB)

Subj : REMOTE TERM NAL SECURI TY AGREEMENT

Ref: (a) SECNAVI NST 5239. 3
(b) OPNAVI NST 5239. 1B

Encl: (1) Terminal Area Security O ficer Designation Letter

1. | certify that the installation and nmanagenent of the

m croconputer(s) that access the Active Readi ness Information System
(ARI'S) installed at this activity is/are in conpliance with all

provi sions of references (a) and (b) and that the Information Systens
Security (I NFOSEC) requirements are inplenented for accessing Enlisted
Pl acenent Managenent Center's (EPMAC) sensitive unclassified systens.

2. The designation letter for the Termi nal Area Security Oficer
(TASO) and Alternate Term nal Area Security O ficer (ATASO is
forwarded as enclosure (1). Any changes in the designations of the TASO

and ATASO wi || be forwarded to EPMAC s Informati on Systens Security
Manager (1 SSM .

(Signature of Commandi ng Officer or designated representative)

Figure 1-3
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